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1.0 OVERVIEW:

This document is meant to serve only as a reference for generating the information that is

required by eScribe for your Azure integration. After completing this guide, you should be able to
fill the requirements in the tables set by eScribe throughout this document.

NN

2.0 PREREQUISITES:

Portal access to your Azure Tennant
One user account with the ability to create a new enterprise application
e Plor P2 License must be assigned to this user account

3.0 CREATING A NEW ENTERPRISE APPLICATION:

Open an internet browser, and sign into your tenant at https://portal.azure.com

Select “Enterprise Applications” from the list of categories

Select “New Application”

Select “Create your own application” (Without a premium P1/P2 License, this feature will be
locked)

Create your own application X

ﬁ_' Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

Input name

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an en-premises application

O Register an application to integrate with Azure AD {App you're developing)

g .- - . - 5 A
(®) Integrate any other application you don't find in the gallery (Non-gallery)

Name the enterprise application (We suggest prepending the app name with eScribe for
easy identification)

Select "Integrate any other application you don't find in the gallery (Non-gallery)”

Select “Create” to create the application. The enterprise application menu will now appear
on the next screen.
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4.0 CONFIGURING THE ENTERPRISE APPLICATION:

8. On the Enterprise application screen (getting started), select “Single sign-on”
9. Select the option for “SAML".

.;:3 SAML
Rich and secure authentication to

applications using the SAML (Security
Assertion Markup Language) protocol.

10. Edit"Basic SAML Configuration”, and supply values below., Update your Azure settings
(reference screenshot).

o Basic SAML Configuration
|dentifier (Entity 1D)

L

Sign on URL
Relay State
Logout Url

Set up Single Sign-On with SAML

Read the configuration guide @ for help integrating DCSUAT.

Required
Reply URL (Assertion Consumer Service UR Required

<]

Property

Values [Replace the yellow highlights with YOUR
values]

Identifier (Entity ID)

urn:eScribe:<subdomain>.eScribemeetings.com

Reply URL

https://<subdomain>.eScribemeetings.com/ _trust/default.aspx

Sign on URL

https://<subdomain>.eScribemeetings.com/ _trust/default.aspx

1. Reviewproperties for “User Attributes & Claims”. Ensure Unique User Identifieris set to
user.userprinciplename

e User Attributes & Claims

Givenname
Surmname
Emailaddress
MName
I Unigue User Identifier I

user.givenname
user.surname
user.mai

useruserprincipalname
useruserprincipalname

12. Download and Attach your SAML Signing Certificate from the “SAML Signing Certificate”

section
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Status
Thumbprint

Expiration

e SAML Signing Certificate

Motification Email
App Federation Metadata Url | httpsy/flogin.microsoftonline.c... |E
Certificate (Base64)

Certificate (Raw)
Federation Metadata XML Download

Active
930ADE1400C5499AFEQ0FCE1E9F1ED
DB47AQ

8/27/2022, 11:42:02 AM
bgushue@escribemeetings.com

Download

SAML Signing
Certificate

Attach your SAML Signing Certificate
HERE

13. Provideyour Login URL from the “Set Up” section

o Set up eSCRIBE_

You'll need to configure the application to link with Azure AD.,

Login URL | hitps://legin.microsoftonline.c... lh
Azure AD Identifier | hitpsy/stswindows.net/dab02... | g
Logout URL | https://login.microsoftonline.c... |E

View step-by-step instructions

| Login URL

‘ Copy and Paste your Login URL HERE

Azure AD Documentation

14. Navigate to the Properties section of your Enterprise Application underneath the Manage
category. Provide the values of your Application ID and Object ID.

Properties

ObjectID @ | £c8201b2-7696-4bb2-b173-4c486ch 1 abor

| Object ID

| copy and Paste your Object ID HERE

5.0 MANAGING USERS AND GROUPS:
15. Navigate to the Users and Groups section of your Enterprise Application underneath the

Manage category. Add three user accounts for eScribe Support:

eScribeAdministrator@yourdomain.com

Please insert account credential HERE

eScribeContributor@yourdomain.com

Please insert account credential HERE

eScribeParticipant@yourdomain.com

Please insert account credential HERE

Confidential

Updated: May 20, 2022 - Version 1.4

4|Page



Q0 eScribe

Azure AD Documentation

16. In addition to the support accounts above, other users in your organization will need access
to this application so they can sign in. Add all other users who need access to eScribe.

6.0

IPAD AND WINDOWS APPLICATION SETTINGS:

17. Select “Azure Active Directory” from the list of categories, and then select “App

Registrations”
18. Select “New Application”

19. Select “New Registration”, and then provide a name such as: eScribe _iPad_Windows_app
20. Select an option under “Supported account types” (Single or Multitenant)

21. Register (The application page will now open)
22. Select “Redirect URIs”, and add 3 Public Client entries

i#  Overview

& Quickstart
iPad Windows_app
Manage

Applic

" 31a32b75-ac _—45-'36—9965—9228& b04256
B8 EBranding

Directory (tenant) ID

3 Authentication £ab02ah5-3512-4dbe-8634-eb%n5360e35

Object 1D

3883544e-d9b7-484d5-9023-aTaeccfBe308

Certificates & secrets

2 AP| permissions

Welcome to the new and improved App registrations: Looking to leam how it's changed from App registrations

tion in local directory

V_iPad_Windows_app

a. EScribe:/[com.eScribe.pro
b. EScribe://com.eScribe.std

c. ms-app:/[s-1-15-2-3585911706-2492430066-1922640115-3814228788-4263615920-112324596-

2256370002/

Redirect URIs

authenticating users, Also referred to as reply URLs.
Learn more about adding support for web, mobile and desktop clients [

The URIs that we will accept as destinations when returning authentication responses (tokens) after successtully

TYPE

REDIRECT URI

Public client (mobile & desktop)

Public client (mobile & desktcp)

Public client (mobile & desktop)

Escribe://com.escribe.pro

Escribey//com.escribe.std

ms-appi//s-1-15-2-3585911706-2492430066-192264011...

B

B

=]

23. Provideyour Application (client ID) from your App Registration page.

B Overview

éa Quickstart

o Welcome 1o the new and improved App registrations. Looking to fearm how it's changed from App regisirations
(Legacy)?

y name

iy
eSCRIBE_SPFDEV iPad Windows_app

Manage

Application (client) 1D
31a32b75-acf2-4536-99d5-9228e7h{42a6

B EBranding
3) Authentication

Certificates & secrets

L]

APl permissions

Directory (tenant) 1D
£3h02ab5-3512-4dbe-20634-eb 30536035
Object ID

3883544 e-d0b7-4845-9023-aTaecciBe308

e

Supported ac

Multiple organizations

Redirect URls
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Application (Client) ID | Copy and Paste your Application (client)
ID HERE

24.Select “API Permissions”, and then remove the default User.Read permission under
“Microsoft Graph"

25. Add two new permissions:

a. Add permission > APls my organization uses > search for your eScribe enterprise
application created in section 3.0 > Delegated Permissions > Select
user_impersonation permission > Add permissions

b. Add Permission > Microsoft APIs > Azure Active Directory Graph > Delegated
Permissions > expand user > select User.read permission > Add permissions

AP1/ PERMISSIONS NAME TYPE DESCRIPTION ADMIN CONSENT REQUIRED STATUS
* Azure Active Directory Graph (1)

UserRead Delegated  Sign in and read user profile - & Granted for eSCRIBE Co,,
~ eSCRIBE m

user_impersonation Delegated  Access eSCRIBE - €& Granted for eSCRIBE Co_.

26. Grant admin consent

Grant consent

As an administrator, you can grant consent on behalf of all users in this directory, Granting admin consent for all users means that end
users will not be shown a consent screen when using the application.

I Grant admin consent for eSCRIBE Corporate I

7.0 TENANT CONFIGURATION [PowerShell]:
27. Please follow below steps prior step #27

Set strong cryptography on 64 bit .Net Framework (PowerShell version 5.1 and above).
Set-ltemProperty -Path

'HKLM: \ SOFTWARE \ Wow6432Node \ Microsoft \ .NetFramework\v4.0.30319' -Name
'SchUseStrongCrypto’ -Value T -Type DWord

Set strong cryptography on 32 bit .Net Framework (PowerShell version 5.1 and above).
Set-ltemProperty -Path 'HKLM:\ SOFTWARE \ Microsoft\ .NetFramework\v4.0.30319' -Name
'SchUseStrongCrypto’ -Value T -Type DWord

Restart Powershell and check for supported security protocols.
[Net.ServicePointManager]:SecurityProtocol

Returning results: Tls, TIsT], TIs12
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Run the commmand Install-Module PowershellGet -Force and press Y to install NuGet
provider, follow with Enter.
Install-Module PowershellGet -Force

28. Download and import the attached module [MSGraphTokenlLifetimePolicy.psmi].
The commands in this section can be executed on any workstation or server running the
latest version of PowerShell and after step #27 completed

o SAMLConfigPolicies.zip
Cd <the path where the zip file was extracted>
PS C:\SAMLConfigPolicies> Import-Module C:\SAMLConfigPolicies \ Initialize.ps]

onfigPolicies\Initialize.psl
y.psml

29.Issue a new SAML 1.1 Claim Rule using the below command
Add-TokenlssuancePolicy -DisplayName eScribe _SharePointSAMLII -SigningAlgorithm
"http:/ [www.w3.0rg/2001/04/xmidsig-more#rsa-sha256" -TokenResponseSigningPolicy TokenOnly -
SamlTokenVersion ".1"

Sign into your AzureAD Tenant using an account with Global Admin rights.

B® Microsoft
Sign in

|-Zmai|. phone, or Skype

No account? Create one!
Can't access your account?

Sign-in options

Back Next

Example Output: Take note of your new Token Issuance policy Object ID for future
commands.
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yvorganization/$metadata#dire

CRIBE_Share

5
3
i i

— —

e i ey "Signi

SraEen

m
h =

policyIdentifier
tenantDefaultPolicy

30. Obtain the default policy assigned to your Enterprise Application.
Get- PoI|C|esASS|gnedToSerV|cePr|nC|paI serV|cePr|nC|pc1IId <OBJECT ID Value from Step 14>

sAssignedToServicePrincipal -servicePrincipalld cc82blb2 96-4bb2-b173-4
: Using graph endpoint: htips: raph.windows. net entity: servicePrincipals entityId: ccB2

ganization/ icePrincipal 2 6-4bb2 e labot /defaultPoli a

osoft. DirectoryServices. Policy

: ecBl099%a-edl7-4831-9015-FF7f41f7d029
deTELTon i ines Cainp
di=playMame : ClaimIssuancePolicy
wCredentials HE
TicyType
policyDetail

31. Remove the default policy from your Enterprise Application.
Remove-PolicyFromServicePrincipal -policyld <OBJECT ID Value from Step 30> -servicePrincipalld <OBJECT ID
Value from Step 14>

PS5 C:heInstall'\SAMLConfigPolicies> Remowve-PolicyFromServicePrincipal -policyId ec81099a-ed17-4831-9015-FF7f41f7d029 -ser
Al c=F‘r"rnc1pa1I|:I ccB2blb2-7696-4bb2-b173-4c486chlabat

ignPolicyToEntity: Using graph endpoint: https://graph.windows.net entity: servicePrincipals entityId: cc82blb2-7696-
4bl':l..—l':r1_'3 4c486cblabat
HTTF DELETE htty h.win . he g rinci cclzblb2- 6-4bh2-b173-4c486chlahb? $T1inks/defau
TtPolicy, 7! :

32. Verify that the policy was successfully removed. Run the same command from step 29, and
the output should appear similar to below:

MLConTigPolicies> Get-Policies ignedToServicePrincipal -servicePrincipalld cc82blb2-7696-4bb2-b173

ne|:ITuEr'|'t1 tylir ing graph endpoint: https ~aph.windows.net entity: servicePrincipals entityId:

33. Add the new Token Issuance Policy [created in step 29] to your Enterprise Application.
Set-PolicyToServicePrincipal -policyld <OBJECT ID Value from Step 29> -servicePrincipalld <OBJECT ID Value

from Step 14>

) ervicePrincipal -policyId 32ae49e6-814c-4981-8c6T-07b0d417e262 -serviceP
2-b173-4c486chlal

Using graph endpoint: http raph.windows.net entity: servicePrincipals entityId: ccB2blb2-7696-

1 htt ‘graph.window ity: policies entityId: 32aed49e6-814c-4981-8ceT-07b0d41]

rincip

aed9e6-814c-4981-8c ) 7b0d417e2627api -versijon=1. 61-1nternal
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8.0 INCREASING TOKEN LIFE TIME:
34. Download and Install the latest AzureAD Model Public Release for PowerShell. Latest
PowerShell version is recommended for compatability.

https://www.powershellgallery.com/packages/Azure ADPreview/
Install-Module AzureADPreview -AllowClobber

Note: If there is an error from Step 35, Uninstall the AzureAD Module using
Uninstall-Module AzureAD

35. Connect to your Azure AD Tenant
Connect-AzureAD -Confirm

36.Create a new TokenlLifeTime Policy. Set the access/ID token lifetime and the max single-

factor session token age to three hours. You may adjust the command values as required.

New-AzureADPolicy -Definition @('{'TokenLifetimePolicy":{"Version"], "AccessTokenlLifetime""03:00:00"}}') -
DisplayName "eScribe _Tokenlifetime _eScribe _Timeout" -IsOrganizationDefault $false -Type
"TokenlLifetimePolicy”

> New-AzurefDPolicy

DisplayName v sOrganizationDefault

enLifetimePolicy False

37. Verify that your policy has been created.
Get-AzureADPolicy -id <OBJECT ID value from Step 36>

38. Add your new TokenlLifeTime policy to the enterprise application.

Add-AzureADServicePrincipalPolicy -1d <OBJECT ID Value from Step 14> -RefObjectld <OBJECT ID value from Step
36>
ccB82blb2-7696-4bb2-bl73-4c486cblab9t 18487 8dc

stem32> Get-AzurefDServicePrincipalPolicy ccB82blb2-7696-4bb2-b173-4c486chlabaf

DisplayName Type

4c-4981-8cef-87 5 intSAMLI. ] suancePolicy Fa
4b8b-98d E - ife ifetimePolicy Fa
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40. Verify if the Token Life Time policy has been applied to the Enterprise application step #14

Open a new powershell session, run the import module command, follow step #28

Get policy assigned to service principal.

Get-PoliciesAssignedToServicePrincipal -servicePrincipalld <OBJECT ID Value from Step 14>

Sign into your AzureAD Tenant using an account with Global Admin rights.

B® Microsoft
Sign in

|Er'1ai|. phon:

. or Skype

No account? Create one!
Can't access your account?

Sign-in options

Back Next

6cblabdf

Heh L L L

SingleFactor”

entifier
faultPolicy :

iLConfigPolici
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TokenlLifeTime policy applied to Enterprise Application

Paste the screenshot here:

41. Setup is now complete. Please return back to eScribe.

--------- Below are optional setting to increase the tokenlifetime policy if it was set to 3hours
from above command--------

9.0 UPDATE TIMEOUT FROM 3 HOURS TO 8 HOURS.

42. Open a new powershell session, run the import module command, follow step #28

Get policy assigned to service principal.
Get-PoliciesAssignedToServicePrincipal -servicePrincipalld <OBJECT ID Value from Step 14>

Take note of the Object ID of the current TokenlifetimePolicy
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43. Remove-PolicyFromServicePrincipal -policyld <ObjectID from above result (TokenlifetimePolicy)> -
servicePrincipalld <OBJECT ID Value from Step 14>

Verify if that the timeout policy is no longer assigned to the eScribe application.

Get-PoliciesAssignedToServicePrincipal -servicePrincipalld <OBJECT ID Value from Step 14>

44, Create a new TokenlLifeTime Policy. Set the access/ID token lifetime and the max single-

factor session token age to three hours. Adust the command values to 08:00:00

New-AzureADPolicy -Definition @('{"TokenLifetimePolicy™:{"Version™], "AccessTokenlLifetime""08:00:00'}}') -
DisplayName "eScribe _Tokenlifetime _eScribe _Timeout" -IsOrganizationDefault $false -Type
"TokenlLifetimePolicy”

45. Add your new TokenlLifeTime policy to the enterprise application.
Add-AzureADServicePrincipalPolicy -1d <OBJECT ID Value from Step 14> -RefObjectld <OBJECT ID value from Step

44>

46.Follow step 42 to verify if the new policy has been applied.

10.0 REFERENCES LINK FROM MICROSOFT TO SUPPORT CONFIGURATION.

» https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/samissoconfluence-
tutorial
o https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/non-gallery-

apps
« https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-

application-portal-setup-sso
e https://devblogs.microsoft.com/powershell/ powershell-gallery-tls-support/
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